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// Venafi: The Machine
Identity Crisis Continues
Securing Machine-to-Machine Communications
in a Machine-Driven World

// Executive Overview
Digital transformation is fundamentally changing

future innovation and are fundamental to the

the way businesses innovate, operate and deliver

way businesses operate. Because machines have

value to customers. Because technology plays a key

become so critical to business operations, the way

role in every organization’s digital transformation

in which they connect and authorize communication

efforts, machines have become the engines of digital

makes them a primary security risk for organizations.

transformation. In fact, worldwide spending on the
technologies and services that enable rapid changes
to business practices, products and organizations is
forecast to reach $2.3 trillion in 2023.1

It is crucial to have secure, reliable authentication
in order to protect machine-to-machine
communication. There are two actors on every
network: people and machines. People rely on

As part of this revolution, the definition of a

usernames, passwords and PIN codes to gain

“machine” is undergoing radical change. Machines

access to data and services. Machines also need

today can be physical devices on enterprise

to authenticate themselves to each other, but

networks—such as a mobile device, desktop or

they don’t rely on usernames and passwords.

server—or even a robot. Organizations have also

Instead, they rely on cryptographic keys and digital

deployed software-based virtual machines designed

certificates that serve as machine identities.

to emulate their physical counterparts in a more
flexible, cost-effective fashion.

Yet the growth in the number of machines in
use, the speed at which they are being created

Moreover, the adoption of cloud computing has

and changed, and the varied types of machines

spawned a tidal wave of virtual tools that are being

that need to communicate securely are making it

continuously created, changed and destroyed. And

increasingly difficult to create, manage and protect

finally, applications, services and APIs now fall under

these machine identities. Organizations do not have

the rubric of machine because of how they’re used

the visibility, intelligence or automation capabilities

and how they communicate with other machines.

necessary to accurately monitor and protect the

Many of these machines act autonomously, using

vast number of machine identities they must now

algorithms that drive automated decision-making,

support. As a result, savvy cybercriminals are

no human required.

increasingly targeting machine identities to use in

Machines have become essential to nearly every

more cyberattacks than ever before.

aspect of our global digital economy. They control
the flow of our most sensitive data, help to shape
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// The Rise of the Machines
Globally, devices and applications are multiplying

devices per household, as well as per internet user,

significantly faster than the human population. The

around the world.

number of humans in the world is currently growing
at a rate of around 1.08% per year (down from 1.10%
in 2018, 1.12% in 2017 and 1.14% in 2016), with an
average population increase estimated at 82 million
people per year.2 The number of connected devices
that are in use worldwide now exceeds 17 billion—

In fact, the Cisco Visual Networking Index predicts that:4
• Overall IP traffic is expected to grow at a CAGR of
26% from 2017 to 2022.
• Machine-to-machine connections will account for
more than half of global connected devices and

more than double the 7.5 billion people currently

connections by 2022, with 14.6 billion machine-to-

inhabiting this planet.3 And this total doesn’t include

machine connections forecast by that year.

software-based machines, cloud instances or
automated services; all of which require authentication

• The number of devices connected to IP networks
will be three times as high as the global population

to connect and communicate securely.

by 2022. There will be 3.6 networked devices per

Research firm IDC predicts devices and applications
will continue to race forward at a Compound Annual
Growth Rate (CAGR) of 10 percent.1 This steep climb

capita by 2022, up from 2.4 in 2017.
• IP traffic per month will reach 50 GB per capita by
2022, up from 16 GB per capita in 2017.

is driving an increase in the average number of

// Five Key Machine Trends
Machine-driven digital transformation is impacting

and protecting the identities of every machine are

every industry. 3D printing now facilitates

no longer feasible in the age of machine-driven

manufacturing on demand, autonomous vehicles

digital transformation.

are set to take over our roads, and the Internet of
Things (IoT) is giving us insights into even the most
hard-to-reach regions across the world—to cite a

From an enterprise perspective, five major trends
are contributing to this complexity:

few examples.

1.

Yet these innovations can only be effective and

2. IoT

Mobility

safe if the connections, authorizations and

3.

Cloud

communications between machines are secure—

4.

Automation and AI

which requires that every machine have a unique

5.

DevOps and Fast IT

identity. However, previous approaches to managing
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// The Mobile Revolution
From banking to e-commerce and travel, smartphones

Although smart mobile devices have been a fact

have transformed how we live our lives. It is also a

of life on enterprise networks for over a decade,

space that is constantly innovating. Mobile devices are

securing and protecting the sensitive corporate

now being used as an extension of human identities,

data that flows through these devices is becoming

recording fingerprint and facial recognition scans, in

more challenging. Organizations face escalating

addition to usernames and passwords. This extension

pressure to uniquely identify and authenticate

lets people use their mobile devices to buy products

every mobile device so they can authorize secure

and services online, as well as provide them with

communication between them, enterprise networks

digital wallets to purchase items at brick and mortar

and the internet. Unfortunately, most organizations

stores. By 2021, mobile e-commerce sales are expected

do not have the tools necessary to accomplish this,

to account for 54% of total e-commerce sales.

reducing their ability to protect the sensitive data
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This truly is a global phenomenon:
• By 2022 there will be 12.3 billion mobile-connected
devices, including machine-to-machine modules—
exceeding the world’s projected population of
8 billion that year by 150%.6
• Global mobile data traffic is expected to increase

flowing through these devices.
And in contrast to a decade ago, mobile devices
are now their customers’ preferred gateway to
interact with products and services. This adds a new
dimension to the challenge because organizations
are now under intense pressure to ensure that
any service provided to a customer is safe to use.

sevenfold between 2017 and 2022, growing at a

Failure to do so could lead to data loss and damage

CAGR of 46%.

to corporate reputation, not to mention disruption

• Global mobile data traffic has grown seventeenfold over the past 5 years and will represent 20%
of total IP traffic in 2022.6
• The global mobile encryption market is expected

of revenue-generating services. Protecting the
machine identities linked to customer-facing mobile
services should be a key concern for organizations
undergoing digital transformation.

to grow with a CAGR of 27.75% by 2023.7

// The Internet of Everything: Coming Soon
It’s been 20 years since the term Internet of Things

critical infrastructure, including smart-grid devices

was first coined by Kevin Ashton, a British technology

and virtual power plants; intelligent transportation

pioneer who co-founded the Auto-ID Center at

systems, such as car navigation and traffic control

the Massachusetts Institute of Technology (MIT)—

systems; health monitoring; and emergency

although the concept of connected devices has been

notification systems. Industrial IoT alone is forecast

around since the 1960s. Yet it’s only over the past

to add $14 trillion to the global economy by 2030.8

decade that IoT has really taken off. Today, it consists
of over billions of networked objects and devices,
embedded with electronics, software, sensors and
actuators. This figure is expected to rise to 50 billion
networked objects and devices by 2020.8

The real business value from the deployment of IoT
devices is derived from the data they capture for
an organization. Because IoT devices typically have
very limited CPU and storage capabilities, the data
captured must be transmitted to a central location

Many of these smart devices are already embedded

where it can be collected, stored and analyzed.

into our homes—and they are making significant

Since much of the data from critical infrastructure

inroads into enterprise markets as well. IoT devices

is sensitive, these communications must be

play a crucial role in the management of our global

authenticated and protected.
4

As a result, the volume of communications and

legislation to crack down on unsecured devices.11

the need to uniquely identify each device so that

NIST has recently released draft recommendations

communication may be secured is expected to

for IoT device security features. However, these

explode over the next five years:

efforts will take time to solidify, leaving enterprises

• IDC estimates that there will be 41.6 billion
connected IoT devices, generating 79.4 zettabytes

grappling with how to secure communication to the
IoT devices already connected to their networks.12

(ZB) of data in 2025. Industrial and automotive IoT

As the number of IoT devices continues to multiply,

data will grow the most between 2019and 2025,

enterprises face increasing challenges in securing

with a CAGR of 60%.9

communications between them, the internet

• Because manufacturing, transportation and
utility businesses are the biggest adopters of IoT,10
infrastructure such as water facilities, healthcare
facilities and power plants have become a viable
cyberattack target.
• IoT devices still lack cybersecurity policy guidance
but governments are beginning to develop

and enterprise networks. Other challenges and
concerns revolve around the security of IoT and
smart devices, many of which are rushed to market
with a focus on functionality over security. Many
businesses already rely on these devices, so a
certificate-related outage or cyberattack could
result in widespread business disruption.

// Head in the Clouds
The power of the cloud is undeniable. Today,

identifying, authorizing and securing communication

almost every business has some cloud element

between physical and virtual machines.

to its operations—including those in such highly
regulated industries as financial services. By
leveraging shared pools of configurable resources
that can be accessed from any device at any
time from any location, the cloud has helped to
dismantle the enterprise perimeter and enabled

• According to Gartner, up to 60% of organizations
will use an external service provider’s cloudmanaged service offering by 2022, which is double
the percentage from 2018.13
• Cisco has predicted 75% of the total cloud

new ways of working. Platform-as-a-Service (PaaS),

workloads will be SaaS by 2021, up from 71%

Infrastructure-as-a-Service (IaaS), Software-as-

in 2016.14

a-Service (SaaS) and more recently, serverless
computing, have allowed enterprises to get their
applications up and running faster, improve
manageability, reduce maintenance and rapidly
adjust resources to address fluctuations in
business demand.
In the cloud, people are no longer the limiting factor
in the creation of machines; machines automatically
create, configure and destroy other machines in
response to business demand. The average lifespan
of a virtual machine is just 23 days, compared
with the expected three- to five-year life span of a
physical device. This inherent dynamism in cloud
environments complicates the task of uniquely

• The same Cisco report says global data center IP
traffic will see a three-fold increase by 2021, when
94% of workloads will be processed by cloud
data centers and only 6% will be processed by
traditional data centers.14
• IDC predicts that, from 2019-2023, public cloud
spending will more than double.15
• Forrester predicts high-performance computing
(HPC) will grow quickly in the next year—with more
than 40% of enterprises expected to run HPC
workloads in 2020, compared with 36% in 2018.16
• By 2021, cloud data center workloads will have nearly
tripled (2.7-fold) in the five-year period since 2016.17
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The business benefits of cloud computing are

those in the enterprise and those in the cloud,

profound. However, to protect the security and

can be trusted. The rapid deployment, change

privacy of cloud data, businesses must encrypt

and revocation of all of these machine identities

cloud workload data and adequately secure

exponentially increase the challenge of keeping

the machine identities that determine whether

communications within the cloud and between

communication between all machines, including

clouds secure and private.

// The Age of Machine Autonomy
One of the major characteristics of digital

• Spending on AI systems will reach $97.9 billion in

transformation has been the growth in automation,

2023, more than 2 1/2 times the $37.5 billion that

and in particular, autonomous machines.

will be spent in 2019. The CAGR for the 2018-2023

Automation has delivered efficiency gains

forecast period will be 28.4%.22

across every industry, further augmented by the
introduction of Robotic Process Automation (RPA)
and Intelligent RPA and underpinned by Artificial
Intelligence (AI). As a result, we are reaching a point
where many machines can act without human
intervention. These technologies are driving
changes across the factory floor, powering physical
industrial robots and Industry 4.0.
• IDC expects robotics spending to accelerate,
reaching $230.7 billion in 2021, a CAGR of 22.8%.18
• By the end of 2022, 85% of large organizations will
have deployed some form of RPA.19
• Business adoption of AI-powered technologies is
expected to triple by 2021.

20

• PwC research shows global GDP could be up to
14% higher in 2030 as a result of AI–the equivalent
of an additional $15.7 trillion.21

Beyond the physical realm, a software revolution
is also taking place that radically impacts the
definition of machines. Automation, RPA and
AI are transforming back-office operations and
customer care, as well as supporting a range of
cognitive functions such as financial forecasting.
The numerous devices and applications using these
approaches go beyond gathering data. We now rely
on them to provide supplying data and business
insights in altogether new ways.
Maintaining the integrity and security of input to these
algorithms will be essential to the growth of these
markets. It is vital for these machines to communicate
securely, but it is equally important that these
communications are not manipulated in any way
that could change the outcomes. Every machine-tomachine communication needs to be authenticated
and secured to reduce the risk of interference.
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// DevOps Practices Go Mainstream
The business imperatives that drove widespread

• IDC also predicts 500 million new logical apps

cloud adoption—speed, agility, efficiency and

will be created between 2018-2023—equal to the

economies of scale—are also the driving forces

number built over the past 40 years—due to new

behind DevOps. These initiatives build an agile,

tools/platforms, more developers, agile methods,

interdependent relationship between software

and code reuse.24

development and IT operations teams.
DevOps initiatives require new tools, techniques
and machines. Cloud-based, self-contained runtime
environments, known as containers, run applications that
consist of individual modules, also called microservices.
APIs govern how applications can communicate and
interact with one another and are another way to
orchestrate an automatic connection between machines.

• 451 Research forecasts that the application
container market will be worth more than $4.3
billion in 2022—a CAGR of 30%.25
DevOps initiatives dramatically speed the creation
of new machines. For example, while the average
life of a virtual server is just 23 days, the average
life of a container is a fraction of that— just 2 1/2
to 5 days. The adoption of containerization alone

This shift in how IT operations and development

dramatically increases the challenge of safely

teams work together is accelerating the speed at

generating and securing machine identities.

which new machines are created and destroyed and
multiplying the already complex task of securing
machine-to-machine communication:
• Gartner predicts that by 2022, more than 75% of

This problem is more acute because many DevOps
projects center on business-critical applications.
The containers and microservices used in these
projects often need to communicate securely

global organizations will be running containerized

with one another and the network. As a result,

applications in production, rising significantly from

organizations need a technical solution designed

30% in 2019.

to help them protect the barrage of new DevOps

23

• According to IDC, 90% of all new apps will feature
microservices architectures that improve the
ability to design, debug, update and leverage thirdparty code by 2022, with cloud-native making up
35% of all production apps.24

machine identities. The use and complexity of
open APIs in DevOps projects underlines the
need for each machine to have its own unique
identity in order to assess whether they should
be trusted.
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// The Accumulating
Machine Identity Crisis
Our increasing dependence on a growing number
of machines means organizations that were once
managing a thousand machines are now tasked with
managing hundreds of thousands, or even hundreds
of millions. These machines include a wide range
of physical and virtual devices—each with a unique
identity that must be protected.
We are trusting our machines more and more with
our data, our business operations, even our lives
in the case of industrial robots and autonomous
cars. Therefore, we need these machines to work
and to be able to communicate securely, safe from
tampering. However, most organizations lack the
visibility or technology necessary to do this effectively.
To make matters worse, each of the trends driving
this complexity—mobile, IoT, cloud, automation and
DevOps—is unique, and each affects enterprise
networks simultaneously in different ways.
Given the exponential growth of machines and
their increasingly transient nature, machine identity
protection is already overwhelming IT and security
teams. The lack of clear ownership and awareness
within organizations means machine identities are
being left out in the open, vulnerable to attack.
Organizations need a solution that is as dynamic as
the trends that drive it.
The only way organizations can solve these problems
is with intelligent automation. To ensure the
security of machine-to-machine communications,

Trusted by
 OF 5 TOP U.S. Health Insurers
5
5 OF 5 TOP U.S. Airlines
3 OF 5 TOP U.S. Retailers
4 OF 5 TOP U.S. Banks
4 OF 5 TOP U.K. Banks
4 OF 5 TOP S. African Banks
4 OF 5 TOP AU Banks

organizations must have complete visibility into
every machine identity that touches their networks,
be able to monitor these identities in real time

About Venafi

to detect misuse, and be able to automatically

Venafi is the cybersecurity market leader in
machine identity protection, securing the
cryptographic keys and digital certificates
on which every business and government
depends to deliver safe machine-to-machine
communication. Organizations use Venafi
key and certificate security to protect
communications, commerce, critical systems
and data, and mobile and user access.

remediate any vulnerabilities discovered at machine
speed and scale.
Learn how Venafi solutions can help your
organization secure machine-to-machine
communication across every layer of your
IT environment: venafi.com

To learn more, visit venafi.com
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